Electrical activities from brain (electroencephalogram, EEG) and heart (electrocardiogram, ECG) have been proposed as biometric modalities but the combined use of these signals appear not to have been studied thoroughly. Also, the feature stability of these signals has been a limiting factor for biometric usage. This paper presents results from a pilot study that reveal the combined use of brain and heart modalities provide improved classification performance and furthermore, an improvement in the stability of the features over time through the use of binaural brain entrainment. The classification rate was increased, for the case of the neural network classifier from 92.4% to 95.1% and for the case of LDA, from 98.6% to 99.8%. The average standard deviation with binaural brain entrainment using all the inter-session features (from all the subjects) was 1.09, as compared to R. Palaniappan()
Introduction
Identification and authentication of individuals using various biometric modalities is an active research area due to its importance in everyday activities such as banking transactions and computer logins. In addition, the worldwide interest in security has further raised the importance of this topic. Some of the common modalities used in biometrics are fingerprint, palmprint, face and iris [1], but other less common biometric modalities such as keystroke dynamics [2], gait [3] and ear shape [4] have also been proposed. More recently, biometrics based on the electrical activity of the heart (electrocardiogram, ECG) [5-7] and brain (electroencephalogram, EEG) [7-9] have emerged. Traditionally, ECG and EEG are used for medical diagnosis but these have also found use in biometrics, since they have been shown to be less prone to counterfeit (in supervised conditions such as in research lab environments).
An overview of the use of non-fiducial features such as Hjorth parameters, fiducial features and hybrid combinations of both for ECG biometrics have been explored using various classifiers, such as nearest neighbour and neural networks in [6, 7] . When compared to EEG, ECG is easier to record since in practice most biometric studies use only a single lead signal (from two active electrodes) [5], whereas EEG can require up to 64 channels [8] . ECG signals vary with the physical conditions under which the readings are taken, and thus recording is normally restricted to resting conditions only. On the other hand, EEG recording must be conducted under specific mental conditions [10] to reduce their variability. Typical features derived from EEG signals for biometric applications include spectral [8] and autoregressive (AR) [10] features.
Most of the previous studies have investigated the use of ECG and EEG features separately rather than employing them in combination. However, given that neural responses (i.e. EEG) also influence the cardiac rhythms (i.e. ECG) it would seem the use of their combined use might lead to improved classification rates. However, whilst it is generally known that ECG and EEG biometric offer fraud resistance due to their uniqueness for each individual, the features obtained from such measures are not stable over time [6, 11] , which is perhaps why most of the studies only report performance within sessions rather than inter-sessions. For example, in [12], the authors have studied using ECG and EEG for biometrics that gave perfect reliability but it is not clear whether the system's classification rate remained as high after a lapse of time. Another study [13] successfully utilised wavelet features from EEG recorded over a short period of two weeks but as the patterns were randomised for training and testing, stability of features would not possibly been established.
